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Abstract

This study evaluates the implementation of the Secure Software Development Life Cycle
(S-SDLC) and examines the effectiveness of software project management based on the
Capability Maturity Model Integration (CMMI) version 3 at PT Xyz. A qualitative
research approach was employed using in-depth interviews, observations, and
documentation analysis. Empirical findings were triangulated and mapped against S-
SDLC indicators and twelve CMMI v3 Practice Areas (PAs) grouped into Doing,
Managing, and Enabling. The findings indicate that S-SDLC has been integrated
throughout the software development lifecycle, positioning security as a built-in process
rather than a reactive add-on. Security-relevant practices collectively enhance software
quality, system stability, and preventive security governance. With regard to project
management effectiveness, the study shows that most PAs reached Capability Level 3
(Defined), reflecting a mature level of process standardization at the project level.
However, effectiveness was more prominent in terms of quality, security, and process
control, while schedule performance faced pressure due to workload imbalances and
resource capacity constraints. These findings highlight that software project effectiveness
is inherently multidimensional and cannot be assessed solely through schedule adherence.
The study contributes to theory by demonstrating that CMMI v3 can serve as an evaluative
framework compatible with S-SDLC and enriches project management discourse by
positioning security as an integral dimension of process effectiveness. Practically, the
study provides a fit-for-purpose internal evaluation framework for software development
organizations seeking to improve process maturity without formal appraisal.

Keywords: CMMI v3, Secure Software Development Life Cycle, Software Project
Management, Process Maturity
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INTRODUCTION

Software has now become the backbone of various industrial sectors, ranging from
finance and healthcare to government. The successful implementation of software systems
determines the effectiveness of business processes and the competitiveness of organizations.
Nevertheless, the success rate of software projects remains relatively low. The Standish
Group (2020), through the CHAOS Report, recorded that only 31% of projects are completed
on time, within budget, and meeting specifications, while the rest experience delays, cost
overruns, or failure. This condition indicates that software project management is a strategic
necessity in supporting organizational digital transformation.

The complexity of software projects arises from the involvement of multiple stakeholders,
dynamic business requirements, and technological uncertainty. Without structured project
management, such complexity can lead to conflicts, miscommunication, and inefficient use
of resources. lan Sommerville (2016) emphasizes that software project failures are more
often triggered by weaknesses in planning, coordination, and control rather than technical
limitations. Therefore, the main issues in software projects are managerial in nature.
Software project management provides a framework for balancing the dimensions of time,
cost, and quality. A mature methodology helps organizations improve team productivity and
reduce rework caused by undocumented requirement changes. Harold Kerzner (2017) states
that project management maturity enables organizations to optimize resource utilization and
minimize waste, particularly in companies managing multiple projects simultaneously.
Beyond efficiency, risk management is a key factor in software project success. Risks may
originate from technical aspects (bugs, integration issues, security vulnerabilities) as well as
non-technical factors (changes in business requirements, limited human resources, or user
resistance). The Project Management Institute (2021) emphasizes that risk management is a
core process because it reduces the likelihood of project failure and increases the chances of
success.

The urgency of project management is also influenced by increasing demands for

system quality, reliability, and security. For instance, sectors such as healthcare and finance
require strict compliance with data security regulations. Roger S. Pressman and Bruce Maxim
(2020) argue that software quality depends on disciplined managerial processes from
planning through maintenance. Therefore, project management not only controls cost and
schedule but also ensures system reliability and sustainability.
As organizational dependence on software systems increases, security risks become an
increasingly dominant challenge. Failure to anticipate security risks may lead to data
breaches, service disruptions, and financial losses. The IBM (2022) reported that the global
average cost of a data breach reached USD 4.35 million, with many vulnerabilities
originating from weaknesses in the software development process. These findings confirm
that security cannot be separated from software project management and must be considered
from the planning stage.

Traditional software development models, particularly the Software Development
Life Cycle (SDLC), generally treat security as an additional activity at the final stage,
especially during testing. This approach has proven ineffective because vulnerabilities are
often discovered when the system is nearly complete, requiring additional time and cost for
remediation. Gary McGraw (2006) describes the practice of “security as an afterthought” as
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one of the main reasons systems fail to meet security standards. This situation highlights the
need to integrate security from the early stages of development.

The Secure Software Development Life Cycle (S-SDLC) emerged as a framework that
integrates security practices into every phase of development, from requirements analysis to
maintenance. As a result, S-SDLC improves software quality while functioning as a proactive
risk management strategy. Microsoft (2018) reported that implementing S-SDLC can reduce
up to 50% of vulnerabilities reaching the production stage, thereby lowering security risks
and reducing remediation costs.

From a project management perspective, S-SDLC aligns with risk management
principles that emphasize early identification, analysis, mitigation, and monitoring of risks.
The National Institute of Standards and Technology (2020) states that integrating security
into SDLC represents a best practice in organizational risk management because it links
technical controls with managerial governance. This is particularly critical for software
development companies serving high-risk sectors such as finance and healthcare.

Security integration through S-SDLC also provides efficiency benefits. Early detection of
vulnerabilities reduces rework costs and accelerates release cycles. Barry Boehm and Richard
Turner (2004) show that fixing vulnerabilities during the design phase costs only one-tenth
of the cost required after implementation. From a managerial perspective, S-SDLC directly
contributes to efficient resource allocation and project sustainability.

The urgency of implementing S-SDLC is further reinforced by the emergence of regulations
and industry standards requiring application security as part of the development lifecycle.
ISO/IEC 27034 emphasizes integrating security within SDLC, while the General Data
Protection Regulation (GDPR) requires data protection by design. Compliance with such
regulations can only be achieved if project management adopts S-SDLC as part of its
operational policies and procedures.

The effectiveness of software project management should not only be evaluated based

on whether projects are completed on time and within budget but also on the organization’s
ability to create repeatable, measurable, and improvable processes. Such evaluation requires
standardized measurement tools to avoid subjective judgments. Kerzner (2017) emphasizes
that organizations require formal measurement frameworks to assess project management
maturity and make data-driven improvement decisions.
The Capability Maturity Model Integration (CMMI) provides a comprehensive framework
to evaluate organizational process maturity through practice areas focusing on consistency,
predictability, and process effectiveness. This approach aligns with the perspective of Mary
Beth Chrissis, Mike Konrad, and Sandra Shrum (2011), who emphasize that CMMI
systematically improves organizational capability through structured process evaluation. The
latest version, CMMI Version 3.0, strengthens the relationship between management
practices and business performance while offering greater flexibility in appraisal (CMMI
Institute, 2018), allowing organizations not only to measure process compliance but also its
impact on outcomes.

For PT Xyz, the use of CMMI v3 serves as an instrument to evaluate the maturity of
S-SDLC implementation, identify gaps in risk management, and formulate measurable
improvement strategies. Such evaluation is important for enhancing internal efficiency while
strengthening the company’s competitiveness in the technology services market. This
research is relevant to the field of management because its primary focus is evaluating the
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effectiveness of software project management through a process-based approach. Within the
management context, software projects are viewed as structured activities requiring planning,
organizing, and controlling to achieve business objectives. By using CMMI v3 as a
measurement framework, this study contributes to project management by providing a
systematic approach to assessing organizational capability in managing information
technology projects.

Furthermore, the research is also relevant to risk management and quality
management. The implementation of S-SDLC is examined not merely as a technical practice
but as part of an organizational strategy for managing software security risks. Thus, product
security and quality can be positioned as outcomes of effective managerial practices. This
study demonstrates that a capability-based process approach through CMMI v3 can support
managerial decision-making and encourage continuous improvement within technology
organizations. Initial observations by the researcher indicate that the main challenge in
software project management at PT Xyz lies in weak technical documentation related to
change management. Whenever project requirements change or technical team members
rotate, the company faces adaptation difficulties due to the lack of adequate documentation
regarding technical scope, system architecture, module behavior, and algorithms developed
over more than ten years.

This condition creates significant managerial implications. First, new technical staff
require extended onboarding periods to understand complex systems, which reduces team
productivity. Second, unclear documentation leads to delays in completing tasks, including
new feature development, system enhancements, and bug fixes. These delays may disrupt
project release schedules and the fulfillment of Service Level Agreements (SLA) with clients.
Moreover, this issue affects client trust and corporate reputation. In the highly competitive
software industry, inconsistent service quality and delays in delivering results may reduce
user satisfaction and weaken company credibility. The Standish Group (2020) emphasizes
that failures in documentation and communication management are among the main causes
of software project delays. Therefore, the issues experienced at PT Xyz represent not only
operational obstacles but also managerial gaps in project governance.

This study is positioned at the intersection of software project management, risk

management, and organizational capability measurement. Previous research has widely
examined software project management effectiveness through the CMMI framework
(Chrissis, Konrad, & Shrum, 2011), while other studies discuss security implementation
through S-SDLC (McGraw, 2006; NIST, 2020). However, there remain limited studies
explicitly linking CMMI as an effectiveness evaluation model with S-SDLC as the object of
security implementation within real organizational contexts. Therefore, this research fills that
gap, particularly within the software industry in Southeast Asia.
PT Xyz was selected as the research object due to its high organizational complexity in cross-
sector and cross-country software development (Indonesia, Singapore, and China).
Empirically, the company faces challenges related to technical documentation, knowledge
transfer among teams, delays in delivering features and bug fixes, and increasing security
risks. These conditions indicate the need to evaluate project management effectiveness while
integrating security practices into the software development lifecycle. The researcher’s close
access to the organization enables in-depth primary data collection through interviews,
observation, and documentation.
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Beyond academic and empirical considerations, the selection of the research object
is also supported by practical reasons. The researcher is a technology practitioner with more
than ten years of experience in the software industry and currently serves as General Lead
Software Engineer at PT Xyz. This position provides contextual understanding and access to
relevant data for comprehensively examining the phenomenon. Therefore, the research offers
both theoretical contributions and practical benefits for improving internal organizational
processes. The novelty of this study lies in its integrative approach. First, the research uses
CMMI v3 as an effectiveness measurement framework linking management practices with
business performance. Second, S-SDLC is positioned not merely as a technical practice but
as a risk management strategy whose maturity can be assessed using CMMI indicators. Third,
the research presents an empirical study within a software development company in
Southeast Asia, providing real-world evidence of process-based evaluation models. This
contribution expands the application of CMMI into the domain of software security and
highlights the importance of digital risk management in modern project management.

RESEARCH METHOD

This study employs a qualitative approach because it aims to gain an in-depth
understanding of the implementation process of the Secure Software Development Life
Cycle (S-SDLC) within the organization, as well as to evaluate the effectiveness of software
project management using the Capability Maturity Model Integration (CMMI v3)
framework. Maxwell (2013) emphasizes that qualitative research focuses on exploring
meaning, context, and processes, making it suitable for examining complex and situational
phenomena. Creswell & Creswell (2018) also highlight that a qualitative approach is used
when researchers seek an interpretive understanding of the experiences and perspectives of
individuals or groups. The data in this study consist of primary and secondary sources.
Primary data were obtained through in-depth interviews, direct observations, and review of
internal company documentation related to the implementation of the Secure Software
Development Life Cycle (S-SDLC) and software project management. Primary data aim to
capture the perspectives of organizational actors involved in the software development
process, including project managers, software engineers, quality assurance personnel, and
other relevant stakeholders. Through primary data, this study maps practices, experiences,
and empirical challenges in implementing S-SDLC while evaluating its effectiveness using
the Capability Maturity Model Integration (CMMI v3) indicators. Meanwhile, secondary
data were collected from company documents, standard operating procedures, internal
presentation materials, project reports, as well as academic literature and industry policies
related to S-SDLC, software project management, and CMMI. Secondary data serve as a
complement to strengthen the interpretation of primary findings and provide conceptual and
structural context for the analysis.

Data collection in this study was conducted using three main techniques: in-depth
interviews, observation, and document review. The use of these three techniques aims to
obtain a comprehensive understanding of the implementation of the Secure Software
Development Life Cycle (S-SDLC) and the effectiveness of software project management
at PT Xyz. This triangulative approach aligns with the perspectives of Creswell & Creswell
(2018) and Maxwell (2013), who emphasize the importance of using multiple data sources
in qualitative research to enhance the validity of interpretations. Data analysis in qualitative
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research is an iterative process that occurs from the stage of data collection through to
drawing conclusions. Creswell & Creswell (2018) explain that qualitative analysis involves
activities such as organizing the data, reading through all the information, coding,
developing themes, and presenting interpretations. Maxwell (2013) emphasizes that this
process is not linear but rather cyclical and interconnected with data collection, allowing the
researcher to make thematic or exploratory adjustments throughout the course of the study.

RESULTS AND DISCUSSION

This limitation of scope was not chosen as a weakness of the study, but rather as an
academic strategy to maintain focus, analytical depth, and data validity. By measuring 12
relevant PAs, the study can provide a realistic and representative picture of software project
management effectiveness based on CMMI v3 indicators. This approach ensures that the
research results remain contextual and accurately address the research objectives.

Table 1.
List of 12 CMMI v3 Practice Areas

No | Practice Area (PA) Group

1 Project Planning (PP) Managing

5 Project Monitoring and Control Managing
(PMC)
Requirements Development (RD) Doing

4 Requirements Management (REQM) | Enabling

5 Stakeholder Engagement (SE) Enabling

6 Risk and Opportunity Management Managing
(RSK)

7 Decision Analysis and Resolution Managing
(DAR)

8 Technical Solution (TS) Doing

9 Configuration Management (CM) Enabling

10 | Verification (VER) Doing

11 | Validation (VAL) Doing

1 Incident Resolution and Prevention Doing
(IRP)

The twelve Practice Areas (PA) analyzed in this study are grouped into three main
categories of CMMI Version 3.0, namely Doing, Managing, and Enabling. This
classification is important so that the analysis of software project management effectiveness
can be conducted in a more structured manner and aligned with the functional roles of each
PA within the software development lifecycle. The Doing category contains PAs that are
directly related to software engineering and production activities, ranging from requirements
management to the verification and validation of outputs. In this study, the PAs included in
the Doing category consist of Requirements Development (RD), Technical Solution (TS),
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Verification (VER), Validation (VAL), and Incident Resolution and Prevention (IRP). These
five PAs represent the core activities that produce technical outputs and therefore serve as
operational performance indicators in system development management.The Managing
category includes PAs that regulate, coordinate, and control the project to ensure it aligns
with the agreed objectives, scope, schedule, cost, and risk parameters. The PAs in this
category are Project Planning (PP), Project Monitoring and Control (PMC), Risk and
Opportunity Management (RSK), and Decision Analysis and Resolution (DAR). These four
PAs function as process control instruments that ensure the project runs efficiently,
measurably, and is capable of anticipating uncertainties during development.

The Enabling category comprises PAs that support the effectiveness of Doing and
Managing activities through supporting mechanisms, governance structures, communication
processes, and configuration control. In this study, the PAs included in the Enabling category
are Requirements Management (REQM), Stakeholder Engagement (SE), and Configuration
Management (CM). These three PAs do not directly produce technical products; however,
they provide the foundational stability for processes, such as requirements traceability,
stakeholder coordination, and the control of technical artifacts and changes.

The Implementation of Secure Software Development Life Cycle (S-SDLC)

The study’s findings indicate that the implementation of the Secure Software
Development Life Cycle (S-SDLC) at PT Xyz has been comprehensive and integrated across
all stages of software development. Security is not treated as an additional activity at the end
of the project but is embedded from the early stages through planning, requirements
management, analysis, design, implementation, testing, documentation, and deployment.
This approach aligns with the security-by-design paradigm and the principle of building
security in, as emphasized in the literature (McGraw, 2006; NIST, 2020). Practices such as
risk-based planning, cross-role requirements validation, design referencing standards and
best practices, secure coding with structured peer reviews, layered testing covering security
aspects, continuous documentation, and controlled deployment via CI/CD pipelines and post-
release monitoring demonstrate that the organization has systematically adopted S-SDLC.
Integrating security during planning and requirements engineering shows that the
organization positions security as a proactive risk mitigation mechanism rather than merely
reactive control. These findings support the view that many security vulnerabilities stem from
inadequate requirements and analysis (Sommerville, 2016; Pressman & Maxim, 2020).
During the design and implementation stages, the use of internal standards, design
walkthroughs, and layered code reviews act as technical controls to reduce implementation
errors and system inconsistencies. Analytically, these practices strengthen the organization’s
internal control over high-impact technical decisions. However, the effectiveness of these
controls heavily depends on the depth of security evaluation during the review process, not
solely on formal compliance with standards, as critiqued by McConnell (2004) and McGraw
(2006).

The testing, documentation, and deployment phases show that S-SDLC is supported
by continuous quality control mechanisms. Layered testing, continuously updated technical
documentation, and controlled deployment with rollback plans and post-release monitoring
reflect the organization’s awareness of operational and security risks after system release.
This approach is consistent with NIST (2020) and PMI (2021) recommendations regarding
the importance of continuous assurance and risk management in modern systems.
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Overall, the findings suggest that S-SDLC implementation at PT Xyz has established a strong
and integrated software security governance foundation. However, its long-term
effectiveness depends on consistent implementation, thorough security risk evaluations, and
the organization’s capacity to adapt to dynamic cyber threats. Therefore, S-SDLC should be
viewed not as a static condition but as an evolving process that requires ongoing technical,
managerial, and organizational support.

The Effectiveness of CMMI-Based Software Project Management

The research findings indicate that the effectiveness of software project management
based on CMMI v3 at PT Xyz is relatively good and controlled within the scope of the 12
analyzed Practice Areas (PA). The three PA groups — Doing, Managing, and Enabling — show
integration between technical activities, managerial functions, and process support
mechanisms. The Doing group reflects systematic technical execution through requirements
management, solution design, verification, validation, and incident handling. The Managing
group demonstrates planning, monitoring, risk mitigation, and analysis-based decision-
making, while the Enabling group ensures process consistency through controlled
requirements management, stakeholder engagement, and configuration management.

This approach shows that software project management practices at the project level
align with CMMI v3 core principles, namely process quality improvement, control, and
sustainable project performance. The study’s focus on 12 feasible and contextual PAs aligns
with the fit-for-purpose assessment principle, as CMMI v3 does not require full
implementation of all PAs but allows adaptation to the organization’s goals and scope
(CMMI Institute, 2023). Limiting the scope to observable PAs strengthens the validity of
findings because the analysis is based on practices actually implemented in daily project
operations. From a technical execution perspective, the Doing group shows that software
development processes have been carried out systematically and quality-oriented. Integration
among Requirements Development, Technical Solution, Verification, Validation, and
Incident Resolution and Prevention demonstrates continuity between requirement
specifications, technical design, implementation, and quality control. These findings align
with Pressman and Maxim (2020) and Sommerville (2016), who emphasize that integration
of technical processes is a key determinant of software project success. However,
effectiveness in the Doing group depends on consistent application across projects, as
variations in technical standards at the organizational level can affect uniformity in project
outcomes.

The Managing group shows that managerial functions have been implemented
effectively through planning, monitoring, risk mitigation, and evaluation-based decision-
making. Practice Areas such as Project Planning, Project Monitoring & Control, Risk and
Opportunity Management, and Decision Analysis & Resolution indicate that the organization
has shifted from reactive project management to a more proactive and adaptive approach.
This aligns with modern project management principles that place continuous monitoring
and risk management as strategic pillars of project control (Kerzner, 2017; PMI, 2021).
Empirically, these mechanisms allow teams to navigate changing requirements and technical
challenges without compromising schedule stability or quality.

The Enabling group serves as a foundation for process stability, ensuring consistent execution
of Doing and Managing practices. Practice Areas like Requirements Management,
Stakeholder Engagement, and Configuration Management strengthen project governance
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through controlled requirements management, planned stakeholder involvement, and
traceability of project artifacts throughout the development cycle. These findings indicate
that Enabling plays a key role in preventing miscommunication, requirement mismatches,
and system version inconsistencies. However, its effectiveness could be further enhanced
with broader organizational practices, such as formal training, cross-project standardization,
and organizational learning mechanisms, which were not the focus of this study. Overall, the
effectiveness of CMMI v3-based software project management at PT Xyz can be positively
assessed within the study’s scope. Integration of Doing, Managing, and Enabling practices
demonstrates project-level process maturity supporting quality, control, and sustainability.
However, this effectiveness is contextual and cannot be generalized as a representation of
overall organizational maturity. Therefore, the findings support the view that CMMI v3 is
most effective as a continuous improvement framework, where success is measured not by
the number of PAs implemented but by consistency, depth, and relevance to project
objectives and organizational needs (Chrissis et al., 2011; CMMI Institute, 2023).

The implementation of the Plan-Do—Check—Act (PDCA) cycle provides a systematic

framework to explain the relationship between excessive workload and product delivery
delays. In the Plan phase, project planning that does not account for actual human resource
capacity can result in unrealistic schedule targets. Even with well-documented planning
aligned to process standards, mismatches between workload and team capacity create latent
conditions leading to delays during implementation. Operations management studies indicate
that planning ignoring effective work capacity tends to cause bottlenecks and reduce schedule
reliability (Slack & Brandon-Jones, 2022). In the Do phase, excessive workload directly
affects the team’s ability to execute development activities consistently. Even with
disciplined work procedures, quality standards, and security practices, workload pressure
increases the risk of burnout, reduces productivity, and slows task completion. Software
engineering research shows that sustained high-intensity work does not accelerate project
completion but increases the likelihood of delays due to diminished individual and team
performance (Meyer et al., 2019).
The Check phase of PDCA identifies gaps between process compliance and project
performance. Delivery delays despite disciplined processes show that process adherence does
not equate to performance. Process adherence indicates how well activities follow standards,
while performance reflects actual outcomes in terms of timeliness, productivity, and work
continuity. In process management, an organization may achieve high compliance yet still
experience performance decline if human factors and operational capacity are not
proportionally managed (Drucker, 2007). The Action phase emphasizes the importance of
continuous improvement that focuses not only on refining procedures but also on managing
workload and team capacity. PDCA uses evaluation results to adjust plans, including
balancing resource allocation and revising schedule targets. Therefore, delivery delays are
not seen merely as failures of individuals or processes but as systemic signals that project
management effectiveness requires integration between process discipline and workload
capacity management. This approach aligns with the principle of continuous improvement,
emphasizing balance between process standards and human performance as the primary
executor of those processes (Deming, 1986).
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CONCLUSION

1. The implementation of the S-SDLC at PT Xyz has been integrated, systematic, and
consistent throughout the software development lifecycle. Security is positioned as an
inherent aspect of the process (built-in security), not a reactive, add-on element. Practices
such as risk-based planning, cross-role requirements validation, standardized design,
secure coding, layered code reviews, iterative testing, and controlled deployment
demonstrate the internalization of security principles with shift-left security design and
security within the organization's workflow. These findings indicate that the
implementation of the S-SDLC not only contributes to improved software technical
quality and security but also strengthens development governance through increased
traceability, cross-role collaboration, and better process control.

2. The effectiveness of software project management at PT Xyz demonstrates positive
achievements within the scope of the CMMI v3 Practice Areas analyzed. The integration
of Practice Areas into three groups demonstrates the integration of technical activities,
managerial functions, and support mechanisms, resulting in process consistency and
improved quality of development outcomes. Most Practice Areas are at Capability Level
3 (Defined), indicating that processes have been standardized and replicated across
projects through IT Development Documentation 2.0. However, effectiveness is
multidimensional: security and quality demonstrate strong results, while time is under
pressure due to team workload and trade-offs between security, quality, and schedule.
Thus, CMMI v3 proves relevant as a process improvement framework, as long as it is
adopted adaptively and fit-for-purpose to the project context and organizational capacity.
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