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Abstract

This study interprets the application of the NIST Cybersecurity Framework (CSF) by
Indonesian internal auditors. Employing Paul Ricoeur’s hermeneutic phenomenology
and Interpretative Phenomenological Analysis (IPA), this research delves into the
meaning of CSF from the perspective of internal auditors, including its adaptation to
local organizational culture and the factors shaping its effectiveness. Key findings
reveal that CSF transcends its role as a technical guide, acting instead as a driver for
cybersecurity culture transformation. This study’s implications emphasize the
necessity of cross-departmental collaboration, context-specific security policy
departments, and the enhancement of internal auditor competencies. The novelty of
this research lies in its application of in-depth interpretative analysis, showing CSF as
an adaptive tool fostering cybersecurity systems attuned to Indonesia’s unique
characteristics.
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INTRODUCTION

Rapid digital transformation has presented organizations in Indonesia with
increasingly complex cybersecurity challenges. According to the Indonesia Security Incident
Response Team on Internet Infrastructure (ID-SIRTII) report, by 2023, there will be a
significant increase in the number of cyberattacks in Indonesia, with more than 1,000
cybersecurity incidents every day. This phenomenon demands a comprehensive
cybersecurity framework that can be adapted to the conditions in Indonesia.

Activities that humans once supervised are slowly being transferred to computers.
This development has significantly changed the concept of security. Now, the interaction
space is not only limited to the physical but extends to cyberspace, which triggers new risks,
such as cybercrime and the security of an organization's assets (Sri et al., 2020). The increase
in cybercrimes such as ransomware, data theft, and system hacking has encouraged
organizations to adopt a more structured approach to cybersecurity. In order to overcome
these challenges, a framework is needed to help organizations effectively manage
cybersecurity risks.

The Cybersecurity Framework (CSF) was developed by the National Institute of
Standards and Technology (NIST) to help organizations manage cybersecurity risks. It was
published in 2014 and updated in 2018 (version 1.1) and 2024 (version 2.0) based on various
inputs. NIST CSF 2.0 consists of 6 main functions: govern, identify, protect, detect, respond,
and recover. The NIST CSF is designed to be flexible and adaptable to different types and
sizes of organizations. The framework can also be applied in various stages of organizational
maturity, from basic to advanced.

The NIST CSF has emerged as one of the comprehensive frameworks adopted
globally, including in Indonesia. Several previous studies have examined the implementation
of the NIST CSF in Indonesia; Handoyo & Nigrum (2024) and Amanda et al. (2023) adopted
CSF to assess cybersecurity risks in the higher education sector. While in manufacturing
companies, CSF is also adopted to monitor the company's information security (Sugara et al.,
2019). CSF has collaborated with ISO/IEC 270001:2023 in the government sector to assess
information security risks (Putri dkk., 2022). Most of these studies still focus on the technical

aspects of implementing the NIST CSF, and research needs to significantly examine the in-
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depth understanding of the meaning and interpretation of the framework from the perspective
of internal audits in Indonesia.

Internal auditors have an essential role in ensuring the effectiveness of an entity's
internal control system, including cybersecurity. They must act independently and
objectively in conducting their assessments. Internal auditors manage, evaluate, and improve
the company's internal control system. (Ardianto dkk., 2023). Cybersecurity expertise is also
needed to provide adequate assurance in today's digitalization era. Internal auditors are
responsible for communicating audit findings to management and providing
recommendations for improvement.

The role of internal auditors was initially known as a watchdog that focuses on
detecting irregularities in an entity (Pramono, 2008). Then, it developed into a strategic
business partner due to the birth of the Committee of Sponsoring Organizations of the
Treadway Commission (COSO). COSO changes the perspective of internal auditors, which
includes three roles: consultant, catalyst, and assurance provider. Now, the role of internal
auditors is increasingly complex. We have seen from the adoption of information technology
by public sector auditors (Ahmi et al., 2014).

Internal auditors' cybersecurity assurance processes are an integral part of what is
needed to deal with increasing cyber threats and protect their digital assets. Internal auditors
play a multifaceted role in developing cybersecurity policies and frameworks (Kahyaoglu &
Caliyurt, 2018). Ensure compliance (Stafford et al., 2018) and mitigate risks related to cyber
incidents (Darmawati, 2022)

Analysis of the literature reveals a research gap in understanding the implementation
of the NIST CSF from the perspective of internal auditors in Indonesia. Existing studies have
yet to comprehensively explore the interpretation and contextualization of this framework
using Paul Ricoeur's hermeneutic phenomenological approach. This approach enables an in-
depth understanding of layers of meaning through interpretation of the NIST CSF 2.0 text
and practitioners' experiences based on a literature study of the adoption of the NIST CSF in
previous research.

This research will explore how internal auditors in previous studies interpret NIST
CSFs in their professional practice in Indonesia and identify challenges and
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recommendations to improve the effectiveness of the role of internal auditors in supporting
cybersecurity in Indonesia. This means that researchers consider factors specific to
Indonesia, such as regulations, culture, and cybersecurity maturity level.

The main contribution of this research is to bridge the gap between international
standards and local practices and provide a theoretical foundation for developing a more
contextualized cybersecurity audit methodology. By collaborating Paul Ricoeur's
hermeneutic phenomenology method with the Interpretative Phenomenological Analysis
(IPA) method, this research produces not only empirical data on the implementation of the
NIST CSF but also an in-depth understanding of internal auditors' interaction with

international standards in the Indonesian socio-cultural context.

REVIEW OF LITERATURE
Cybersecurity Framework

The NIST Cybersecurity Framework (CSF) is a comprehensive framework that has
been adopted globally to manage cybersecurity risks. It consists of 3 main components: Core,
Organizational Profiles, and Tiers (NIST, 2018). The framework offers a flexible risk-based
approach and can be integrated with existing risk management systems or build new
cybersecurity programs. The NIST CSF has been widely recognized by the public and private
sectors globally as a reference framework (AWS, 2016).

The NIST CSF introduces a framework structure consisting of 6 key functions in
cybersecurity risk management. The govern function, a recent addition to version 2.0, focuses
on governance and the integration of cybersecurity into an Enterprise Risk Management
(ERM) strategy. The other five functions include identify (identifying business and
resources), protect (security protection), detect (detecting cyber incidents), respond (handling
cyber incidents), and recover (service recovery). The following is an image of the CSF 2.0

functions:
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Figure 1
Cybersecurity Framework 2.0 (NIST, 2024)

Each NIST CSF function is represented with a verb that reflects its primary purpose
and is organized in a hierarchical structure consisting of categories and subcategories.
Categories group the cybersecurity outcomes that make up the function, while subcategories
detail specific technical and management activities.

There are integral components that cannot be separated in this framework, namely
Profiles and Tiers. Profiles serve as measurement instruments that enable comparisons
between actual conditions and target profiles in cybersecurity practices. Meanwhile, Tiers
provide assessment metrics with a spectrum of 4 maturity levels, ranging from Partial to
Adaptive, which measure the sophistication of risk management practices and governance of
cybersecurity structures.

The NIST CSF is a framework developed to improve cybersecurity risk management
in critical infrastructure. In Indonesia, the role of internal auditors is increasingly important
as cyber risks increase, especially after the pandemic that has driven massive digitization.
Based on PwC (2014), the NIST CSF framework needs to be a foolproof formula for
cybersecurity. The benefits will be noticed by those who need to pay more attention to the

implementation of the guidelines. This is because the framework contains leading practices
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from various standards bodies that have been proven to work and can provide policy
advantages to organizations that adopt them.

In the context of this research, this framework is an important object of analysis to
understand how internal auditors in Indonesia interpret, adapt, and implement these
international standards in the local context, given their strategic role in strengthening the
cybersecurity governance of an organization.

Internal Audit

An internal audit is a professional and independent evaluation mechanism that plays
a vital role in controlling and improving an entity's operations. 1A (2013) defines internal
audit as an independent and objective assurance and consulting activity designed to provide
added value and optimize organizational operations. Soemarso (2005) expanded this
definition by emphasizing the evaluation of the effectiveness of internal control and the
provision of recommendations for improvement.

Post-2000, digital transformation has changed the internal audit landscape. Sawyer
(2003) identified the urgency of competency in information systems auditing, while Pickett
(2015) emphasized the importance of cross-jurisdictional understanding in multinationals.
This transformation reflects how globalization and developments in information technology
have driven the expansion of the scope and complexity of the internal audit practice, requiring
auditors to develop new competencies to meet the challenges of the digital age.

In general, internal auditors play a vital role in achieving organizational goals,
especially in the era of digital transformation that creates new dimensions in audit practices.
Referring to research by Alina et al. (2017) on the five crucial steps of internal audit's role in
cybersecurity in line with NIST's CSFs, namely protect, detect, business continuity, react,
and improve. Pundmann et al. (2017) reinforced this argument by underscoring the
significance of cyber threats to business continuity, which requires internal auditors to take
a strategic position in cybersecurity risk evaluation.

The significant challenges internal auditors face is not only limited to conventional
audit competencies but include the need to master Information Technology (IT)(Sri et al.,
2020). This is evidenced by the tendency of large organizations to prefer using the services
of auditors with IT capabilities, given the strategic role of IT in various aspects of the
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organization, from budget planning to accountability. In this context, internal auditors
contribute to effective corporate governance through a broad spectrum of assurance and

advisory services (Risfa & Lestari, 2023).

RESEARCH METHOD

This research uses a qualitative approach with the hermeneutic phenomenology
method developed by Paul Ricoeur. This methodology was chosen because it reveals the
deep meaning of previous literature regarding adopting the NIST CSF in Indonesia. Ricoeur
and Thompson (2016) offer a unique approach by integrating phenomenology and
hermeneutics. In this approach, text is seen as a discourse. That is fixed in writing and allows
it to be interpreted independently of the author's intentions.

In the context of phenomenology, this research seeks to explore the perspective of
internal auditors as reflected in previous literature on adopting the NIST CSF in Indonesia.
The phenomenological approach allows researchers to "bracket” or confine personal
assumptions to reveal the pure experience of internal auditors in implementing the
framework. Meanwhile, the hermeneutic dimension helps understand how cultural, social,
and organizational contexts influence auditors' interpretations of the NIST CSF.

Data collection was conducted through a systematic literature study of scientific
articles that discuss the implementation of the NIST CSF in the context of internal auditing
in Indonesia. The stages of analysis in this research incorporate the hermeneutic circle of
Ricoeur and Thompson (2016) and the Interpretative Phenomenological analysis (IPA)
method which consists of:

1. Prefiguration
Through in-depth reading of the literature related to the NIST CSF in Indonesia. At this
stage, the researcher built an initial understanding of the context and general meaning of
the NIST CSF. Focus on basic patterns and naive meanings that emerge.

2. Theme Identification (Configuration or Structural Reasoning)
After a thorough reading, the researcher identified critical themes in the literature. When
conducting structural analysis, researchers will look for patterns or themes related to the

adoption of the NIST CSF in Indonesia by internal audits. The themes identified may
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include technical barriers, cultural aspects, or regulations that affect the implementation
of the NIST CSF. To ensure that the interpretations reflect the data, the researcher
performs "bracketing” or confinement of personal assumptions to ensure that the
interpretations remain neutral and unbiased.
3. Theme Clustering and In-Depth Analysis (Refiguration)
The themes that have been identified are then grouped and analyzed in depth using the
concept of hermeneutic circles. This involved interpreting how internal auditors interpret
and implement the NIST CSF in Indonesia. The researcher used Ricoeur's concept of the
hermeneutic circle, involving iterative interpretation, to explore the hidden meaning in
the text.
4. Deep Interpretation (Appropriation)
Ricoeur and Thompson (2016) describe appropriation as ‘repossessing’ a previously
unfamiliar understanding and internalizing it in the research context. At this stage,
interpretation continues beyond theoretical understanding but also at how that
understanding can be applied in the wider context of the field. The researcher connects
the analysis results with broader theory and practice and explores how the NIST CSF is
adapted to Indonesian culture and organizational structure.
5. Synthesis and Conclusion
After all stages of interpretation are completed, all findings are synthesized to form a
comprehensive understanding of the factors influencing the implementation of the NIST
CSF in Indonesia. The new meanings generated from this interpretation can enrich the
understanding of the auditor's role in implementing the NIST CSF in Indonesia.
Through this procedure, the researcher systematically uncovered how internal
auditors in Indonesia interpret the NIST CSFs. The interpretation process is iterative,
allowing the researcher to continue to refine understanding as the data is explored more
deeply. According to Ricoeur and Thompson (2016), the hermeneutic process is an endless
circle that evolves understanding as perspectives change. Therefore, it is necessary to return
to the data repeatedly to strengthen the interpretation or find aspects that may have been

missed.
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RESULTS AND DISCUSSION
Prefiguration

Initial understanding and interpretation aim to obtain a lay and concise overview of
the context of NIST CSF adoption in Indonesia. Through iterative reading with adequate time
intervals, researchers can develop new perspectives without bias from previous research.
Based on the analysis of 10 articles examining the implementation of the NIST CSF in
Indonesia, various interpretations were identified in internal auditors' understanding of the
framework.

The naive meaning that emerges from this initial understanding shows that internal
auditors across sectors interpret the NIST CSF as a strategic instrument for identifying and
managing cybersecurity risks. This finding is supported by various empirical studies, such as
research by Hidayat & Wang (2023) which shows the central role of the NIST CSF in
evaluating the effectiveness of cybersecurity operations in the non-bank financial sector. In
addition, Putro et al. (2024) highlighted the importance of the NIST CSF in protecting critical
infrastructure through a sustainable approach. The cyclical and proactive nature of the NIST
CSF allows it to continuously adapt to the dynamic threat landscape, making it a relevant
framework for organizations in Indonesia.

As for its implementation in Indonesia, there are several obstacles, including
technical limitations, regulations, and organizational cultural awareness. The main obstacles
are technical challenges such as system complexity and the need to adjust to regulations in
Indonesia. Research by Sama et al. (2021) supports this finding. In addition, the lack of
infrastructure readiness is also a hindering factor, especially in the 'identify’ function that has
yet to cover all controls in the manufacturing sector (Sugara et al., 2019). In the education
sector, Handoyo & Nigrum (2024) showed that the need for more documentation and
technical control is an obstacle to implementing the NIST CSF.

Internal auditors utilize the NIST CSF to evaluate and improve cybersecurity
maturity. The framework helps identify security gaps and align security efforts with business
objectives, especially in the sensitive insurance sector (Hidayat & Wang, 2023). However,
the implementation of the NIST CSF in Indonesia faces challenges, including a need for more

awareness about the importance of cybersecurity (Amanda et al., 2023). At the same time,
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Balafif (2023) showed that MSMEs still view cybersecurity as an additional cost rather than
an investment. This hinders the effectiveness of risk identification, and applying the NIST
CSF is considered less of a priority. Therefore, it is necessary to increase cybersecurity
awareness by the conditions and structure of the organization.

The success of CSF implementation in Indonesia is also highly dependent on its
ability to adapt to Indonesian culture and regulations. Retnowardhani et al. (2019)
exemplified how the implementation of CSF on BYOD systems in the manufacturing sector
requires special consideration of work practices and organizational culture. In addition,
cross-departmental collaboration is important in maintaining cybersecurity, not just the IT
team (Tan and Soewito, 2022). Thus, CSF can catalyze building an inclusive and sustainable
cybersecurity culture.

This framework is not only a technical instrument but also a catalyst in transforming
organizational culture. Applying the NIST CSF at BPS West Kalimantan allows the
organization to adapt to the evolving cyber threat landscape (Putri et al., 2022). The adoption
of the NIST CSF in Indonesia ideally needs to be tailored to each organization's unique
cultural and business context. This will create a strong foundation for a proactive and
sustainable cybersecurity culture. It is important to remember that the NIST CSF is not just
a list of technical controls, but a holistic framework that considers the overall context of the
organization.

Theme Identification (Configuration)

Based on the structural analysis of the NIST CSF implementation in various sectors
in Indonesia reveals several key themes that are interrelated and affect the successful
adoption of the framework. Among them are:

1. Framework Adaptation to Cultural Context and Organizational Structure
Several articles highlighted the importance of internal auditors in Indonesia adapting the
NIST CSF to the existing organizational culture. Amanda et al. found that stakeholder
involvement is crucial, especially in risk management. Meanwhile, increasing
cybersecurity awareness at all levels of the organization is an important prerequisite for
dealing with increasingly complex cyber threats. Hidayat and Wang (2023); Balafif
(2023). Implementing the NIST CSF requires a change in organizational culture so that
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all stakeholders participate in maintaining cybersecurity. (Tan & Soewito, 2022).
Indonesia's hierarchical organizational culture will slow down the adoption process
because it requires approval from various levels of management.

2. Technical Constraints and Infrastructure Readiness
The implementation of the NIST CSF in Indonesia faces significant obstacles related to
infrastructure and technology. Sama et al. and Sugara et al. identified limitations in
existing infrastructure, such as inadequate documentation systems. The existence of
legacy systems and outdated hardware or software makes it difficult to manage security
risks and updates promptly. (Hidayat & Wang, 2023). Therefore, technology
modernization is imperative to support optimal CSF implementation.

3. Regulatory Limitations and Policy Adjustments
Regulatory limitations that have yet to fully support the integration of the NIST CSF
with security standards in Indonesia were also identified as obstacles. Implementing the
NIST CSF is also limited by regulations that have yet to be fully adapted to globally
applicable standards. Sama et al. and Putro et al. (2024) highlighted that national policies
often need to accommodate the cybersecurity aspects covered in the NIST CSF
comprehensively. This necessitates adjusting local policies to align with global
cybersecurity practices.

4. Limited Human Resources and Security Awareness
Limited employee competence in cybersecurity standards slows down the
implementation of the framework as a whole (Putri et al., 2022). This lack of competency
hampers the overall effectiveness of the NIST CSF implementation. Therefore, training
and human resource development investment are crucial to increasing cybersecurity
awareness and technical capacity.

5. Internal Auditors' Role as Risk Assessors, Consultants and Cybersecurity Facilitators
There are indications of a shift in the role of internal auditors from a traditional approach
to a cyber risk-based approach. In Hidayat & Wang (2023), internal auditors evaluate
cybersecurity maturity levels and help align cybersecurity objectives with business
needs. With a focus on continuous monitoring, internal auditors ensure the organization

can detect changes or threats in real-time, as discussed in the study of Putri et al. (2022).
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In addition, auditors encourage cross-departmental collaboration to ensure compliance
with security protocols (Tan & Soewito, 2022). Thus, internal auditors are critical actors
in Indonesia's cybersecurity transformation.
6. The Impact of Transformation on Cybersecurity Practices

Implementing the NIST CSF has significantly transformed cybersecurity practices
across sectors. Implementing the framework in government has led to more structured
information security governance improvements (Sensuse et al., 2022). In the
manufacturing sector, the CSF encourages organizational culture transformation toward
higher cybersecurity awareness, such as using personal devices (BYOD)(Retnowardhani
etal., 2019). Furthermore, the shifting role of internal auditors in implementing the NIST
CSF catalyzes change within organizations, encouraging more collaborative and
awareness-based security practices.

Through these themes, the adaptation of the NIST CSF in Indonesia faces various
complex challenges involving technical aspects, culture, strengthening regulations,
developing human resources, and the active role of internal auditors. The successful
implementation of the NIST CSF is highly dependent on the organization's ability to adapt
to this framework in the local context.

Deep Analysis (Refiguration)

This stage of refiguration analysis grouped the themes from the configure analysis
into main categories to explore deeper meanings. In-depth analysis uses Ricoeur's
hermeneutic circle approach, which connects initial interpretation and reinterpretation
through a cyclic process in the practice of internal auditors. The following is a grouping of
themes and interpretations:

1. Adaptation of Organizational Culture and Structure
Implementing the NIST CSF in Indonesia requires adapting to the organizational culture
and hierarchical structure. Tan & Soewito (2022) showed that implementing the NIST
CSF in education required organizational culture and hierarchical structure adjustments.
Internal auditors began to interpret the CSF as more than a technical guide, but rather a

tool to instill cybersecurity awareness at all levels of the organization. Through this
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adaptation, auditors understand that cybersecurity is an integral part of the culture that
must be implemented together, not just the IT team.

2. Obstacles in Implementing the NIST CSF
NIST's CSF faces limited technical constraints, policy adjustments, and a need for more
competent human resources in cybersecurity. Legacy infrastructure and limited
documentation systems hindered the implementation (Sugara et al., 2019). Internal
auditors interpret these constraints as a need to modernize Indonesia's cybersecurity
infrastructure. Policies in Indonesia are often outside the CSF standard, so interpretation
is needed by the Indonesian legal and regulatory context (Sama et al., 2021) ; (Putro et
al., 2024). Employees who need an understanding of cybersecurity help the effectiveness
of CSF implementation (Putri et al., 2022). Internal auditors also see this framework as
supporting ongoing training and education programs. The effect is that understanding
cybersecurity's importance is more evenly distributed.

3. Internal Auditor's Role in Cybersecurity
The CSF shifts the role of internal auditors from mere risk evaluators to active security
consultants, helping organizations implement cybersecurity best practices. Auditors play
an active role in assessing and aligning cybersecurity needs with business objectives
(Hidayat & Wang, 2023). This framework guides internal auditors to design proactive
strategies aligned with business objectives and the development of cyber threats in
Indonesia.

4. Impact of Cybersecurity Practice Transformation
Adopting the NIST CSF is driving significant changes in cybersecurity practices in
various sectors in Indonesia. CSF implementation helps organizations create more
structured and threat-responsive security governance (Putro dkk., 2024). This framework
is a catalyst that integrates cybersecurity auditing into organizational governance. Thus,
internal auditors interpret the CSF as a foundation for adaptively strengthening
organizational security.

Using Ricoeur's hermeneutic circle approach, internal auditors in Indonesia see the
NIST CSF as a transformational tool, not just a technical instrument. Technical and cultural
adjustments, people development, and aligned policies influence the successful
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implementation of the CSF. The CSF is a compliance guide and the basis for building

adaptive cybersecurity resilience in various sectors in Indonesia. An in-depth analysis of the

literature found that internal auditors in Indonesia often interpret the NIST CSF as a

prescriptive framework. However, in practice, they make significant adjustments.

Hidden Meaning (Appropriation)

Based on Ricoeur's hermeneutic circle approach, the researcher delves deeper into

how internal auditors in Indonesia's understanding of the NIST CSF has evolved into a

framework that is more than just a technical guide. At this appropriation stage,

interpretations from the previous analysis are internalized into Indonesian culture and

organizational structure. This appropriation deepens the openness between the CSF and the

fundamental dynamics in the field.

1. NIST CSF as a Transformational Tool in Indonesia
The NIST CSF in Indonesia does not stop at technical implementation but becomes a
transformation process that permeates the organizational structure and work culture.
CSF, as a tool, can shape organizational culture through a collective understanding of
the importance of cybersecurity. The example raised by Putro et al.(2024) shows that the
framework drives a more profound change-enhancing adaptive security governance
structure amidst dynamic cyber threats. Theoretically, this aligns with organizational
change theory (Force Field Theory). Frameworks such as CSF act as change agents that
shape new organizational practices. The need for organizational openness to change
(Eysenck & Lewin, 1952), so that CSF is not only seen as an obligation but as an
important foundation in the creation of responsive and proactive security.

2. Cultural Relevance and Adaptation in Cybersecurity Practice
Adapting the NIST CSF requires cultural adjustments and a collaborative approach in
the Indonesian context, which has a distinctive hierarchical structure. A global
framework such as CSF can only be applied directly by integrating local culture.
Therefore, in its application, it is necessary to internalize cybersecurity values adapted
to local norms to be more effective. Internal auditors can encourage a common
understanding at various levels of the organization with training that is not only technical
but also includes the socialization of cybersecurity values that are readily accepted. The
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CSF becomes more meaningful when socialized as a collective responsibility, not just
an additional obligation.

3. Transformation of the Internal Auditor's Role
Internal auditors in Indonesia are more than just watchdogs; they are facilitators who
drive change to a more structured and adaptive cybersecurity culture. By implementing
the NIST CSF, internal auditors assess risk and serve as change consultants, helping
organizations identify specific needs and providing appropriate implementation
guidance. Within the framework of the Leading Change Theory by Kotter (2007), the
role of internal auditors in the study of Hidayat & Wang (2023) reflects their role as
change agents who guide organizations in navigating cybersecurity challenges. Internal
auditors reinforce long-term and sustainable cybersecurity strategies, supporting
organizations to build resilience and rapid response to dynamic threats.

4. CSF's Contribution to the Formation of a Collective and Dynamic Understanding of
Security
The interpretation of the CSF as a means for the dynamic enhancement of collective
understanding of cybersecurity becomes the central point of appropriation. This
framework, as Putro et al. understood, increases awareness of evolving cyber threats,
and builds human resource capacity in the face of a changing risk landscape. The CSF
is a foundation for continuous monitoring, allowing organizations to remain responsive
to changing risks with evolving collective understanding. This emphasizes that the
success of the CSF relies on the organization's ability to continuously learn and adapt,
where a dynamic understanding of security allows internal auditors and the organization
to respond to rapidly changing threats.

Implementing CSF in Indonesia creates synergy between global standards and the
local context, becoming more than a technical guideline. It also reflects an organization's
need to build cybersecurity resilience that fits Indonesia's culture and social structure.
Internal auditors serve as change leaders in implementing this understanding in the field,
encouraging organizations to apply the CSF as a collective and dynamic effort to maintain

cybersecurity.
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Based on the four stages of analysis above, the findings of this study show that the
implementation of the NIST CSF in Indonesia faces various factors that affect its success—
starting from cultural adaptation and technical challenges to the increasingly complex role
of internal auditors. In the early stages, the NIST CSF was understood as a strategic
framework for identifying and managing cybersecurity risks. However, a deeper
interpretation of the results shows that the NIST CSF also functions as a transformational
instrument that supports establishing a responsive and collective cybersecurity culture in the
organization.

In Indonesia's hierarchical organizational culture, the NIST CSF requires adaptation
to local norms to maximize its effectiveness. Internal auditors act as facilitators of change,
helping to create collective awareness at all levels of the organization and supporting more
inclusive and collaborative cybersecurity implementation. This role reflects a shift from risk
oversight to change agent, integrating cybersecurity strategies into the organization's daily
processes and practices.

The new meanings generated from this analysis enrich the understanding of the role
of internal auditors in implementing the NIST CSF in Indonesia. Internal auditors now not
only perform technical functions but also play a role in building sustainable cybersecurity
resilience through an adaptive and dynamic approach. Thus, implementing the NIST CSF in
Indonesia not only fulfills compliance but also forms the foundation of cybersecurity, which

is holistic and relevant to the social and cultural context of organizations in Indonesia.

CONCLUSION
This research reveals that implementing the NIST CSF in Indonesia involves cultural
adaptation, technical challenges, and a more complex role for internal auditors. The NIST
CSF not only serves as a technical guide but also drives transformation within the
organization. Internal auditors act as change agents to build a responsive, collaborative
cybersecurity culture. This study highlights the new meaning that internal auditors oversee
risk and facilitate security resilience through an adaptive approach.

The theoretical contribution of this research is related to the adoption of global

standards in the local context (Indonesia), as well as practical value in the form of guidance
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for developing internal auditor competencies in the digital era. The limitations of this
research include the need for primary data from interviews or direct observation, but in-depth
literature analysis still provides valuable insights into Ricoeur's hermeneutic phenomenology
approach.

Practical recommendations for internal auditors include strengthening security
culture through values-based education, adaptive training development, cross-departmental
collaboration, and continuous monitoring. Further research is recommended to explore
internal audit's role in cybersecurity across various sectors in Indonesia and its impact on

overall cybersecurity effectiveness.
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