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Abstract

The threat of hybrid warfare is now a crucial issue in national security, so the state is
required to unite military-based defense policy with public policy. An integrated
approach based on national security analysis is key in shaping a resilient national
defense system that is ready to face the evolving challenges of hybrid warfare.
Literature studies are used to collect, analyze, and synthesize various related studies
by identifying, collecting, and analyzing various sources such as journal articles and
other relevant data to formulate a framework for the integration of defense policy and
public policy in counteracting hybrid warfare threats through a national security
perspective that utilizes technology and stakeholder collaboration. This research
reveals that hybrid warfare is a complex form of threat that combines physical and
non-physical tactics that require states to design adaptive and integrated defense
policies and public policies. The national security perspective shows a collaborative
approach across sectors, such as economic stability and the use of advanced
technology for threat mitigation. Therefore, the integration of defense and public
policies is key in building a responsive, flexible, and sustainable national strategy in
the face of dynamic and multidimensional hybrid warfare challenges. This research
confirms that in facing increasingly hybrid threats, the state needs to adopt an adaptive,
integrated, and technology-based national security approach through the formulation
of defense and public policies that include strengthening socio-economic resilience,
cross-sector collaboration, and the use of artificial intelligence to maintain stability
and strengthen national resilience against the dynamics of global threats.
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INTRODUCTION

The threat of hybrid warfare has become a national security issue in many countries.
It has the potential to occur as increasing reliance on digital technology, social media, and
global geopolitical tensions make a country vulnerable to this threat. Hybrid warfare, which
combines conventional and unconventional warfare tactics, such as disinformation,
cyberattacks, and social manipulation, has the potential to threaten a country's national
stability politically, socially, and economically without involving direct combat, requiring
the integration of the defense sector and public sector in formulating policies that can respond
quickly to this threat (Steingartner & Galinec, 2021; Ide et al., 2023; Razma, 2023). This
means that their analysis and impact on national security need to be managed to ensure the
accuracy of the state's response to existing and potential threats. The state must respond to
these threats through the integration of defense policy with public policy, where defense
policy focuses on managing risks and strategies taken from the military and national defense
aspects, while public policy focuses on non-military aspects, such as political, economic,
social, cultural and so on that affect the life of the nation and state along with the rules that
guide its implementation. Therefore, a country facing the increasingly complex threat of
hybrid warfare and its impact on national security must integrate the two policies to create a
more effective and comprehensive response and follow-up.

Public policy should focus on information management to counter the threat of
disinformation, use cognitive warfare and counterintelligence strategies, address social
injustice, support reconciliation, and consider the impact of international competition and
advances in artificial intelligence in formulating security and defense policies (Daniel &
Eberle, 2021; Schmidt, 2022; Bachmann et al., 2023; Putter, 2024; Klein, 2024). This means
that public policy must integrate a comprehensive approach to addressing increasingly
complex and dynamic security threats, including anticipating disinformation, social injustice,
and the impact of international competition and technology. As such, public policy must be
designed to regulate aspects of public life comprehensively and adaptively to ensure the
security and stability of the state now and in the future.

Public policy should be based on a deep understanding of strategic conditions to
formulate effective policies to address hybrid threats, including artificial intelligence
regulation, and state resilience, and consider the impact of war and inflation on economic
and social stability to sustainably safeguard the interests of the state (Herrera-Cuenca et al.,
2021; Henke & Mabher, 2021; Banna et al., 2023; Papyshev & Yarime, 2023; Razma, 2023;
Heath-Kelly, 2024). This means that public policies must be designed with a range of
strategic factors in mind, including technological developments, internal and external threats,
and economic impacts, to ensure the country's long-term resilience to evolving threats. As
such, public policy must be proactive and adaptive, integrating the various aspects that affect
national stability, to create robust resilience against increasingly diverse threats.

Public policy in the face of hybrid warfare threats must manage not only military
threats but also consider interrelated aspects that affect national security stability. Hybrid
warfare is a threat that combines conventional military attacks, cyber-attacks, and the spread
of disinformation to change the political situation without confrontation, by utilizing
traditional and non-traditional threats and manipulation of existing social and political values
to reduce the state's ability to deal with the threats that occur (Kruck & Weiss, 2023;
McWilliams & Legnér, 2024). This means that hybrid warfare utilizes various strategies,
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both conventional and unconventional, to weaken the state politically and socially without
engaging in direct physical combat, so the state must be prepared to face more complex and
hidden threats. Thus, the state needs to develop an adaptive strategy, integrating cyber
defense, disinformation monitoring, and military preparedness to deal with increasingly
complex and diverse hybrid threats.

An understanding of hybrid warfare with a scope that goes beyond conventional
warfare is necessary in analyzing from a national security perspective through the utilization
of uncertainty and manipulation outside the military space, as well as evaluating threats from
groups that utilize instability, such as natural disasters, to influence state policies (Malone &
Hildebrand, 2022; Bergaust & Sellevdg, 2024). This means that analytical approaches from
a national security perspective need to take into account hybrid warfare strategies in
responding to parties that utilize situations beyond traditional military conflict, including the
exploitation of social instability or natural disasters, which can be used to influence state
policy. Thus, the scope that needs to be considered from a national security perspective
should be broader and deeper, not only military threats but also the potential manipulation of
social instability and disasters, to protect the policies made by the state from various types of
threats that are not directly visible.

Hybrid warfare often takes advantage of weaknesses in defense policy, exploiting
internal instability so that national resources cannot be optimally utilized by the state. The
preparation of a thorough security analysis and evaluation of defense policies involving
various sectors is necessary to effectively address this threat, including in the face of
environmental challenges and domestic policy changes that can reduce the potential for
intervention by external parties (Kivimaa & Sivonen, 2021; Réisénen et al., 2021; Qari et al.,
2024). This means that to address the threat of hybrid warfare more effectively, the state
needs to have a comprehensive defense and security policy, that not only identifies its
vulnerabilities, but also involves various sectors, considers various aspects and challenges of
a dynamic environment, and creates domestic stability to reduce the risk of intervention from
outside parties. Thus, national defense and security policies must be designed thoroughly and
involve various parties, both public and private sectors, and consider internal and external
factors to ensure the country's resilience to increasingly complex and diffuse threats.

The threat of hybrid warfare encourages the state to build and develop a more
complex defense system, not only relying on physical strength. The state must develop a
comprehensive defense strategy, covering protection against threats from various
dimensions, including physical, cyber and social threats. In addition, the defense policy must
be able to maintain political and economic stability so that the country remains resilient in
the face of increasingly diverse threats. Defense policy and public policy must be integrated
with national security considerations to deal with more hidden hybrid warfare threats, to
maintain national stability and security. Based on the literature review discussed earlier, it is
necessary to integrate defense policy with public policy through an approach based on a
national security perspective in dealing with hybrid warfare threats.

REVIEW OF LITERATURE

States need to understand the process of hybrid warfare threats, both in conventional
and unconventional warfare. A comprehensive analytical approach from a national security
perspective can provide a picture of how to address these threats through a more predictive
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analytical approach based on data and information technology so that the state can develop
policies that are more responsive and adaptive to these threats (Legrand & Stone, 2021;
Wroblewski & Wisniewski, 2024). This means that defense policy needs to ensure that the
defense system can face threats, both conventional, non-conventional and hybrid warfare to
maintain national security. Strategic integration between physical defense and cyber defense
in national defense is important to overcome the risk of occurrence and the impact of the
emergence of increasingly complex hybrid warfare, while defense policy also needs to
consider public sector conditions, such as global economic and political changes and be able
to adapt to evolving global risks, which will affect the future direction of defense policy
(Steingartner & Galinec, 2021; Ide et al., 2023; Bocquillon et al., 2024). This means that
national defense policy needs to be more responsive to changes in the strategic environment
and changing threats to protect the country from various risks that are increasingly complex
in the future. Thus, defense policies must be designed and the strategies chosen can be
implemented flexibly and adaptively, by integrating aspects of social life and considering
global dynamics to maintain national security.

Defense policy should include strategies to address new hybrid threats such as
disinformation and economic warfare, by adjusting international political economy policies
combining military, diplomatic and economic responses, and taking into account public
expectations for maintaining national security in an unstable global context, including cyber
defense (Legrand & Stone, 2021; Bocquillon et al., 2024; Qari et al., 2024). This means that
defense policy must be more comprehensive and integrated, covering various aspects such
as responses to non-conventional threats, the risk of global economic and political changes,
and public interests, with a special emphasis on cyber defense as an important part of
maintaining state security amid increasingly complex challenges. Thus, defense policy must
be designed comprehensively and adaptively, combining various approaches, including
military, diplomatic and economic, to address hybrid threats and ensure effective protection
of national security in the face of changing global dynamics.

In addition to defense policy, public policy is needed to address the threat of hybrid
warfare. Public policy is the state's effort to regulate the public sphere and strengthen its
political influence, to maintain social, economic, national integrity and cultural stability,
including energy policies that can influence defense policy, especially in the face of hybrid
threats that include physical and non-physical attacks (Andrews, 2022; Kruck & Weiss, 2023;
McWilliams & Legnér, 2024; Zenz, 2025). This means that in facing the threat of hybrid
warfare, the state does not only rely on military defense policies but also needs to strengthen
public policies that involve various other sectors, such as the economy, energy and culture.
Energy policy, for example, must be formulated with national security in mind, given the
threats that can come both physically, such as attacks on energy infrastructure and non-
physically, such as economic sabotage or information warfare. Thus, the state must formulate
integrated and comprehensive policies, where sectors such as defense, energy, economy and
culture work together to create stronger national resilience.

RESEARCH METHOD

The research method in this essay uses a literature study, where which is done by
identifying and analyzing related literature as the bibliography in this study. The literature
study was conducted to obtain theories and results of previous research on the integration of

Integration of Defense Policy and Public Policy..... [EGR]



Indonesian Interdisciplinary Journal of Sharia Economics (IIJSE) Vol. 9. No. 1 (2026)
e-ISSN: 2621-606X Page: 760-777

defense policy and public policy in counteracting the threat of hybrid warfare: a national
security analysis approach. This step aims to formulate and explain the framework for the
integration of defense policy and public policy in countering the threat of hybrid warfare: a
national security analysis approach that utilizes technology and cooperation from
stakeholders. The literature reviewed includes journal articles and data from government
agencies relevant to this topic. The literature search used keywords such as public policy,
defense policy, hybrid warfare, national security, and economic to ensure the relevance of
the research. The literature obtained is then determined as support material in describing or
providing an overview of the conditions and opportunities for implementation or adoption of
the research problem, namely the integration of defense policy and public policy in
counteracting hybrid warfare threats: a national security analysis approach.

This approach enables a thorough understanding of the integration of defense policy and
public policy in countering the threat of hybrid warfare: a national security analysis approach.
The flow of thought of this research is shown below:
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RESULTS AND DISCUSSION

Hybrid warfare threats involve a combination of physical and non-physical tactics,
which include identity manipulation to destabilize states, incorporating elements such as
cyber wartfare, disinformation, and conventional military strategies (Freedman et al., 2021;
Gunneriusson, 2021). Hybrid warfare can undermine state stability through propaganda to
divide societies and control social media to influence public opinion so states must execute
defense strategies to detect and mitigate potential future damage (Jackson, 2021; Lekunze,
2023; Wither, 2023). This means that states need to design more flexible and adaptive
defense strategies, given the threat of hybrid warfare that combines various tactics and
elements that are difficult to predict, including the manipulation of information and third
parties. Thus, the state needs to develop a comprehensive and responsive defense policy in
the face of threats that are increasingly complex and involve various unconventional tactics.

Countries involved in hybrid warfare need to adjust their defense strategies so that
they can face threats and reduce their impact. Some examples of hybrid warfare cases include
Ukraine facing the threat of cyber-attacks that not only damage infrastructure but also
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undermine public trust in the government; disinformation and cyber-attacks by outside actors
to disrupt social and political stability in Sweden, illegal immigration to create crises at
European borders, separatist conflicts in Cameroon (Nizovtsev et al., 2022; Meszaros &
Toca, 2023; Lekunze, 2023; Ljungkvist, 2024). As such, states must develop a more holistic
and adaptive approach to defense, encompassing both physical and non-physical aspects to
anticipate and address threats that are more difficult to detect and address. This requires
collaboration between the government, society and the private sector to strengthen
information security and maintain national stability amidst more complex challenges.
Defense policy and public policy are tools used by the state to maintain national
security stability and the sustainability of a country, especially in the face of threats, such as
hybrid warfare. Public policy plays a role in regulating aspects of community life for the
benefit of the state as a whole and national resilience (Henke & Mabher, 2021; Kruck & Weiss,
2023), including the protection of social, economic and cultural aspects. Meanwhile, defense
policy plays a role in formulating strategies in responding to multi-dimensional risks and
threats, both physical and non-physical, including cyber threats. Hybrid warfare combines
various approaches, including military force, information manipulation, and cyber combat as
well as the threat of economic warfare that can destabilize a country's resilience (Freedman
et al., 2021; Gunneriusson, 2021; Tuga & Socol, 2023). This means that hybrid warfare relies
on various strategies that combine cyber, economic, and military tactics to weaken states.
Thus, states need to develop more comprehensive and adaptive policies and strategies,
integrating military, information, and economic aspects to deal with hybrid warfare threats.
Public trust in defense policies and public policies formulated by the Government is
necessary for the public to actively participate in supporting national security. This is
supported by transparency, accountability and effective communication from the
Government regarding defense policies and public policies in maintaining national security.
In facing the threat of hybrid warfare through sharpening the early detection system and
timely response and adaptation to unexpected threats (Derleth & Pickler, 2022; Alshammari,
2023), it 1s necessary to seek the integration of defense policy with public policy through an
analytical approach from a national security perspective, which can be explained as follows:

3.1. Defense Policy

Defense policy aims to resolve existing injustices and anticipate possible future
threats through measures taken by the state to strengthen control and form a more uniform
identity (Klein, 2024; Zenz, 2025). Defense policy relies on the state's ability to immediately
address evolving threats, including physical and non-physical attacks on state sovereignty
(Kruck & Weiss, 2023; McWilliams & Legnér, 2024). This means that defense policy must
be able to deal with various types of threats, both physical and non-physical, and be designed
with the flexibility to anticipate changes in the situation and maintain uniformity and control
of national identity. Thus, defense policy must be prepared with an adaptive and
comprehensive approach, so that the state can maximize its defense capabilities in responding
to threats quickly.

Defense policy is affected by competition between major countries that utilize
artificial intelligence to gain a strategic advantage, so regulations and strategies related to
artificial intelligence are needed to deal with threats that arise from the use of these
technologies (Schmidt, 2022; Papyshev & Yarime, 2023). Defense strategy must be based
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on factual understanding in responding to evolving threats, including hybrid warfare, through
a smarter and data-driven approach in formulating defense policy. (Razma, 2023; Putter,
2024). This means that defense policy should include proactive measures to deal with current
and future threats, taking into account technological advances such as artificial intelligence,
as well as ensuring the regulations and strategies implemented can face global challenges and
maintain national security. Thus, defense policy must be structured to mitigate risks and
anticipate threats that arise along with technological developments and global dynamics, with
a focus on strengthening national security through appropriate regulations and adaptive
response strategies.

To maintain national security, the state develops defense policies to deal with hybrid
warfare threats through identification, detection, and rapid response, as well as adaptation to
unforeseen threats, which include identity manipulation, cyber-attacks, disinformation, and
conventional military tactics, so that the policies implemented must be flexible and
comprehensive (Gunneriusson, 2021; Freedman et al., 2021; Derleth & Pickler, 2022;
Alshammari, 2023). This means that defense policy must be able to identify and respond to
complex and diverse threats, including unexpected ones, and adapt to evolving global risks,
in the form of unconventional security threats (Ide et al., 2023; Qari et al., 2024). As such,
defense policy needs to be designed to address increasingly complex and diverse threats
through the ability to adapt quickly to changing and interconnected forms of attack.

Defense policy must take into account psychological and tactical factors that influence
decisions in dealing with threats (Mattingsdal et al., 2024; Zenz, 2025). This means designing
strategies that can address non-military threats without engaging in armed conflict, by
integrating military and civilian elements to deal with hybrid threats and taking into account
local emergency policies influenced by political dynamics (Malone & Hildebrand, 2022;
Bergaust & Sellevag, 2024; Ljungkvist, 2024). Defense policy must be designed with a
multifaceted approach, including psychological, tactical and non-military, to anticipate
threats that are increasingly diverse and difficult to predict. This includes adjustments to the
defense strategy implemented to be able to respond to threats, and political and social
changes. Thus, defense policy needs to be designed to address various threats as a whole,
combining military and civilian strategies, and considering psychological, tactical and
political factors in facing increasingly complex challenges.

Defense policy needs to integrate environmental protection with national defense
strategy, especially for countries facing both traditional and non-traditional threats, including
natural resource-related conflicts, by designing a robust policy framework to address complex
threats (Kivimaa & Sivonen, 2021; Steingartner & Galinec, 2021). This means defense policy
should include important elements, such as environmental protection, as well as strategies to
deal with contemporary threats such as cyberattacks and the spread of disinformation. With
this comprehensive approach, states can be better prepared to deal with evolving and
increasingly complex threats through the integration of foreign and defense policies,
including controlling production and regulation beyond their borders (Ide et al., 2023;
Farrand, et.al, 2024). As such, defense policy should be comprehensively designed to
encompass both traditional and non-traditional strategies and be able to adapt to new risks
involving technology and information to ensure more effective national security.

3.2. Public Policy
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Public policy is the state's effort to organize public space to control various aspects
of life, including in dealing with hybrid threats (Kruck & Weiss, 2023; Zenz, 2025).
Furthermore, public policy needs to strengthen political power, maintain social and economic
stability, protect cultural heritage and protect national integrity from external threats,
including playing a role in shaping energy policy that affects defense policy (Andrews, 2022;
McWilliams & Legnér, 2024). This means that public policy needs to pay attention to a
variety of factors, ranging from strengthening political to cultural aspects to ensure national
stability is maintained. This is done to deal with increasingly complex threats, which combine
physical and non-physical threats. Thus, public policies need to be designed thoroughly to
integrate political, social, economic and cultural aspects to ensure effective national
protection in the face of diverse threats.

Public policies need to be formulated with a deep understanding of the current
strategic situation to formulate effective actions in the face of hybrid threats. This includes
the impact of war and inflation, which have the potential to destabilize the economy and
society to ensure that decisions are made that prioritize the interests of the state (Banna et al.,
2023; Henke & Maher, 2021). In addition, the state needs to strengthen its resilience to both
internal and external threats, including in the face of terrorism and radicalization, and pay
attention to regulations governing the development of artificial intelligence (Heath-Kelly,
2024; Papyshev & Yarime, 2023). This means that public policies must be formulated taking
into account various strategic factors, technologies, and global challenges and ensuring
sustainable economic, social, and political stability. Thus, public policies need to be designed
thoroughly to address complex threats and ensure the country's resilience in the face of
domestic and global challenges, while maintaining sustainable economic and social stability.

Public policies to address hybrid threats should expand their scope from just military
threats, but also other aspects, such as the environment and socio-economics, taking into
account factors such as economic sanctions, disruption of energy supply, as well as the
utilization of artificial intelligence in detecting threats, while paying attention to ethical
issues, privacy, and the impact of natural disasters, not just the physical damage (Jonek-
Kowalska, 2022; Kharazishvili & Kwilinski, 2022; Bond & Mortensen, 2023; Bergaust &
Sellevdg, 2024). This means that public policy should adopt a more comprehensive and
integrated approach, taking into account non-military domains such as the economy,
environment, technology, and social impacts in the face of new and diverse hybrid threats
(Wroblewski & Wisniewski, 2024; Bocquillon et al., 2024). Thus, public policies need to be
designed to deal with more complex and multi-dimensional threats covering various aspects
that affect national security stability, such as economic, technological, environmental and
social.

Public policies should be proactive and decisive in addressing security risks in
society, including strengthening cyber defenses to deal with threats related to digital
technology (Steingartner & Galinec, 2021; Carvalho & Lima, 2023). Moreover, in
implementing its public policies, the state needs to balance between national resilience and
global economic strategies through the use of predictive methodologies in public policies that
can provide more effective insights in responding to hybrid threats (Legrand & Stone, 2021;
Wroblewski & Wisniewski, 2024). This means that public policies must be designed
thoroughly and flexibly to address the threats that develop as the dynamics of problems that
develop in society. Thus, public policies need to be formulated proactively to overcome
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increasingly complex threats, taking into account various factors that affect national and
international stability, and ensuring readiness to face challenges that arise from various
sectors in the life of the state.

3.3. Hybrid Warfare Threat

Hybrid warfare is a modern form of conflict that combines physical and non-physical
threats to damage and change a country's political system without involving direct combat,
but its impact can shake economic and social stability, and attack vital sectors, such as energy
and finance, as well as manipulate public opinion and create divisions in society (Banna et
al., 2023; Razma, 2023; Heath-Kelly, 2024). This means that hybrid warfare relies on a
variety of tactics that not only focus on the military sector but also on economic, social and
political aspects, which requires the state to develop a comprehensive and adaptive strategy
to maintain its security stability. Thus, states need to design comprehensive and flexible
policies, given the threats that arise from various sectors, including economic, social and
political in the face of hybrid warfare.

Hybrid warfare combines military strategies and more covert non-physical attacks,
such as the manipulation of public opinion through social media and other threats such as
disruption of energy supplies and cyber-attacks on vital infrastructure that can destabilize
economies and worsen state resilience in the face of natural disasters or sabotage (Jonek-
Kowalska, 2022; Kuhn et al., 2022; Kharazishvili & Kwilinski, 2022; Bond & Mortensen,
2023; Bergaust & Sellevag, 2024). This means hybrid warfare encompasses various forms
of threats that combine military and non-military tactics, influence state policies, and add
complexity to maintaining economic stability and resilience to natural and man-made
disasters. Thus, the state needs to develop an integrated strategy to deal with threats that come
from various sectors, both military, economic and social to maintain national stability and
resilience in the face of hybrid warfare.

Hybrid warfare also involves a variety of tactics, both physical and non-physical,
designed to destabilize states and undermine international relations, with information as the
primary tool to influence public opinion and foster distrust of governments, which can lead
to dynamic changes in domestic politics and create more destructive conflict in society
(Bachmann et al., 2023; Klein, 2024; Putter, 2024). This means that hybrid warfare utilizes
various strategies that combine physical and non-physical forces, especially through
information, to undermine state stability and international relations, which can lead to
significant domestic political changes and create more destructive conflict impacts in society.
As such, hybrid warfare requires states to develop more complex and adaptive strategies to
protect internal stability and maintain international relations, focusing on information
management and resilience to threats that are not only physical but also psychological and
political.

The threat of hybrid warfare is increasingly complex with advances in technology,
which allows cyberattacks and information manipulation or disinformation to alter reality
(Freedman et al., 2021; Gunneriusson, 2021) and influence countries' strategic decisions, so
countries must design defense policies that can deal with physical, informational and
psychological threats, difficult to recognize because they involve various forms of
aggression, both obvious and hidden (Henke & Mabher, 2021; Herrera-Cuenca et al., 2021;
Papyshev & Yarime, 2023). This means that states need to develop more comprehensive and
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adaptive defense policies, not only focusing on physical threats but also being able to address
informational and psychological attacks that can undermine stability and strategic decisions.
Thus, the state must design a more comprehensive defense strategy to identify and address
threats that come in various forms, including cyberattacks, disinformation, and social
manipulation.

To deal with increasingly complex hybrid warfare threats, countries need to
implement data-driven policies and analysis that enable rapid response (Kharazishvili &
Kwilinski, 2022; Ide et al., 2023). Moreover, to deal with the widespread threat of hybrid
warfare, states need to conduct predictive analysis to mitigate risks, strengthen cyber
defenses and effectively combat disinformation (Rauta & Monaghan, 2021; Steingartner &
Galinec, 2021; Wroblewski & Wisniewski, 2024). This means that states need to adopt a
smarter, data-driven approach to identify and respond efficiently to hybrid warfare threats,
in addition to improving cyber defenses and addressing disinformation that can undermine
national stability. Thus, to deal with increasingly complex hybrid warfare threats, the state
needs to adopt data-driven policies. This approach makes it possible to quickly identify,
analyze and respond to a wide range of threats, both military and non-military.

3.4. National Security Approach in the Face of Hybrid Threats

To deal with hybrid threats, a national security approach should involve evaluating
the role of non-military sectors through economic, social, and technological channels, as well
as examining the relationship between defense policy and public policy, as their
incongruence can increase its vulnerability to external threats, in addition to proactively
assessing physical and non-physical threats, adapting to technological developments
(Réisdnen et al., 2021; Qari et al., 2024; Bocquillon et al., 2024). This also includes analyzing
and evaluating hard-to-detect threats such as information manipulation and cyberattacks
(Steingartner & Galinec, 2021; Rauta & Monaghan, 2021). This means that in dealing with
hybrid threats, the state must develop a comprehensive approach that does not only consider
physical threats, but also non-physical threats such as cyberattacks and disinformation, and
ensure that defense and public policies are aligned. Thus, the state needs to formulate a
comprehensive and responsive policy towards hybrid threats, by strengthening collaboration
between sectors and ensuring alignment between defense and public policies to maintain
stability and reduce its vulnerability to external and internal threats.

National security approach must also consider the integration of economic stability
and national defense, as both play an important role in addressing hybrid threats that can
undermine state resilience, including threats from separatist groups that apply hybrid tactics
in combat. (Jackson, 2021; Iuga & Socol, 2023; Lekunze, 2023). This means that economic
stability and national defense must be viewed as interrelated elements in maintaining national
security, with a focus on hybrid threats such as the efforts of separatist groups that seek to
undermine state resilience. Thus, the state needs to integrate economic and defense aspects
in the national security strategy to effectively address hybrid threats, including preventing
and overcoming the actions of separatist groups in maintaining state resilience.

To implement comprehensive national security, states need to understand the
mechanisms of disinformation and other unconventional strategies in defense policy as they
are key factors in addressing threats, in addition to identifying potential dangers from sectors
such as cyber and media that often appear in hybrid warfare (Gunneriusson, 2021; Freedman
et al., 2021; Derleth & Pickler, 2022). This means defense policy must be constantly updated
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to capture and augment new threats, and ensure the conditions of various sectors, such as
cyber and media, are taken into account to effectively counter hybrid warfare. Thus, the
country needs to develop a more adaptive and comprehensive defense policy, which not only
focuses on traditional threats but also includes non-conventional threats such as
disinformation and cyberattacks in the face of hybrid warfare.

National security also needs to mitigate the impact of hybrid threats by engaging
communities and militaries in dealing with asymmetric challenges, and assessing the role of
military and police actors in decision-making related to these threats (Ljungkvist, 2024;
Mattingsdal et al., 2024). In addition, national security needs to include an assessment of
potential threats from groups that could capitalize on instability resulting from natural
disasters and hybrid threats, including damage to energy infrastructure vital to the stability
of the country (Mara et al., 2022; Malone & Hildebrand, 2022). This means that the national
defense approach must involve collaboration between society, the military and the police to
deal with hybrid threats while taking into account the potential risks from natural disasters
and threats to critical infrastructure such as energy, to maintain the overall stability and
security of the country. As such, the state must develop a defense strategy that involves
multiple sectors and actors, to effectively respond to hybrid threats, including the potential
misuse of natural disasters and threats to vital infrastructure.

3.5. Integration of Defense Policy and Public Policy in Countering Hybrid Warfare Threats

The threat of hybrid warfare requires a defense policy to be able to prevent hidden
threats. Policies that rely solely on military power are insufficient to deal with non-physical
threats, such as cyberattacks or information warfare, so conventional defense strategies are
no longer adequate. This requires defense policies that combine military power and digital
and social resilience to be more effective in dealing with threats. Thus, a coordinated
approach between defense policy and public policy is needed in addressing hybrid warfare
threats. With the development of technology and the growing dependence on the digital
world, both policies need to support each other to build resilient digital resilience, given the
evolving cyber threats.

National defense policies that include energy security must consider their
vulnerability to hybrid threats, including cyberattacks and energy supply disruptions, while
hybrid warfare can also involve environmental threats that exacerbate regional tensions,
making it necessary to integrate environmental issues in defense and public policies (Kivimaa
& Sivonen, 2021; Réisdnen et al., 2021). In addition, the increased need for common defense
policies may change the public view of defense strategies that focus on the durability of
defense systems in the face of conventional and hybrid warfare threats (Fernadndez et al.,
2023; Bocquillon et al., 2024). This means that public and defense policies must be designed
in an integrated manner to address complex threats, including climate change, hybrid warfare
and other new challenges. Thus, public and defense policies need to support each other to
deal with increasingly diverse and complex threats, focusing on the balance between
sustainable development, protection against unconventional threats, and maintaining national
stability.

Public policy in the face of hybrid warfare needs to be based on a deep understanding
of the internal and external dynamics that affect the state, and must be innovative, sustainable
and flexible to be able to respond to rapidly evolving threats. The hybrid warfare threat
combines conventional and unconventional tactics so that the state must manage defense and
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public policies simultaneously to create an adaptive and responsive strategy. This can be
done through effective civil society and intelligence collaboration to strengthen public and
defense policy in the face of complex hybrid warfare threats that require cross-policy
coordination (Njoku, 2022; Nte et al., 2022). This includes efforts to increase awareness and
implementation of state defense in public programs and activities with the support of
appropriate budget allocations for character building, mental resilience, and mental health.
Defense policies also need to be synergized with public needs in the economic, social and
cultural fields to build comprehensive national resilience to encourage active community
participation in maintaining national sovereignty. For example, proper budget prioritization
can strengthen a country's economic system and ensure the social stability needed to deal
with both domestic and international threats (Boller & Wenzelburger, 2024; Iuga & Socol,
2023). This means that the right budget can support various sectors of the economy through
judicious allocations, such as for economic growth, inflation control, or ensuring national
security is maintained in forming a strong and stable economy (Mumford & Carlucci, 2023;
Boller & Wenzelburger, 2024).

Public policy has a role to play in creating national stability that supports defense
policy. The state needs to strengthen public policies that not only focus on economic and
political welfare but are also able to identify and respond to external threats, including energy
availability for hybrid defense. Policies that respond quickly to cyber threats, such as media
literacy training and strengthening cyber regulations, are important for national resilience.
Cyberattacks and threats to energy security as a defense resource point to the need for synergy
between defense and public policies to protect national stability, given that hybrid warfare
involve not only physical attacks but also damaging critical infrastructure that sustains the
economy and politics (Matzkin, et.al, 2024). This means proactive and intergative public
policies can address hybrid threats arising from social and economic tensions, by integrating
defense policies that cover social, economic and environmental issues to ensure strong
stability.

3.6. Challenges in Integrating Defense Policy and Public Policy

Changes in foreign and security policy present challenges in integrating defense and
public policy, especially in responding to hybrid warfare threats that require an adaptive and
comprehensive approach, covering both military and non-military aspects (Boller &
Wenzelburger, 2024; Mumford & Carlucci, 2023). The integration of defense policy and
public policy faces challenges at the political, economic and social levels. In many cases, the
defense sector tends to develop policies focused on military capabilities, while public policy
may be more oriented toward solving long-term social or political problems. However, in the
face of hybrid threats, these two policies must work together. Public and defense policies
should be detailed and prepared for threats emanating from multiple sectors, with special
attention to protecting vulnerable energy infrastructure and balancing sustainable
development with mitigating unconventional threats such as climate change that can trigger
tension and conflict (Kivimaa & Sivonen, 2021; Bond & Mortensen, 2023). Public and
defense policies need to be comprehensive and flexible, focusing on the protection of vital
infrastructure and preparedness for environmental challenges and unconventional threats that
can disrupt national and international stability. Integration between defense and public policy
faces major challenges due to social and political diversity. In addition, community
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participation is critical to addressing threats such as radicalization and disinformation.

However, social and political tensions and resource constraints can hinder countering hybrid

warfare threats, requiring resource optimization as well as collaboration with the private,

international and energy security sectors to maintain economic and political stability.

Based on the literature review, it can be concluded that to deal with the threat of hybrid
warfare, the state needs to effectively integrate defense and public policies and ensure that
these two policies support each other to maintain national stability and address increasingly
serious threats to global security. Thus, efforts to integrate defense policy and public policy
in countering the threat of hybrid warfare include:

1. Develop a defense policy that is integrated with public policy, which can be exemplified
through the provision of a budget for the defense sector and safe and reliable energy
security to meet public needs, support military operations and socio-economic stability,
and strengthen the country's resilience in the face of hybrid warfare threats.

2. Strengthening cyber defense and information security capacity through collaboration
between government agencies and communities, as well as education involving training
in dealing with cyber threats, disinformation and unconventional tactics to prepare
communities and other stakeholders to effectively respond to these challenges.

3. The application of predictive analytics and increased international collaboration in
cybersecurity and disinformation management will strengthen states' capabilities in the
face of hybrid warfare, enabling faster identification and mitigation of increasingly
complex digital threats.

4. Improving collaboration between government agencies, including the military, police,
intelligence and civilian sectors, is critical to effectively addressing hybrid warfare
threats, by establishing information networks and unified command systems to ensure
rapid, appropriate and mutually supportive responses.

CONCLUSION

Increasingly diverse hybrid warfare threats have the potential to threaten national
security stability. These threats not only involve direct traditional military attacks against a
country but also include cyber-attacks, disinformation and social disruption that can disrupt
a country's social, political and economic life. Therefore, the state needs to respond to this
threat through a more adaptive, thorough, and comprehensive approach from a national
security perspective to design defense and public policies that can address the threat of hybrid
warfare.

The state needs to design defense policies that include preparedness and follow-up
strategies against cyber threats, disinformation management, and strengthening the country's
social, economic and political resilience. An effective way to strengthen the response to this
threat is through strengthening synergies between government agencies in accelerating
strategic decision-making and increasing efficiency in dealing with the impact of rapidly
evolving threats. In addition, continuous training for state apparatus and the community can
strengthen the country's preparedness against hybrid threats. For example, efforts to increase
awareness of state defense must be supported by programs, budget allocations for character
building and mental health, as well as defense policies that are integrated with economic,
social and cultural aspects to strengthen national resilience and community participation in
maintaining national sovereignty. This also includes utilizing state resources and budget
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priorities to maintain stability and drive the economy in support of national security. With
this coordinated and comprehensive approach, the state will be better equipped to protect its
national security stability.

The state must ensure that the policies implemented can cover all sectors, including
social, political, economic, and technological sectors. In addition, the fulfillment and
adequacy of budget allocations that support energy security and strategic infrastructure must
also be considered, so that the state can ensure that the military and civilian sectors run
synergistically. This is because the sustainability of military operations and the country's
socio-economic stability are highly dependent on safe and reliable energy management.
Thus, the state needs to ensure the availability of energy resources that not only meet military
needs but also support public needs in maintaining the stability of the economic sector to
strengthen national security.

While growing digital threats, strengthening the capacity of cyber defense and
information security is a top priority that needs to be implemented. Cyber threats continue to
grow, and the state must have the ability to protect vital information infrastructure and ward
off cyber-attacks that can disrupt government systems and society. International cooperation
in cybersecurity and disinformation management is also needed to strengthen state resilience.
Countries need to cooperate with other countries to share information, technologies and
strategies that can strengthen cyber defense and combat disinformation globally.

Future defense policies must be more flexible, and adaptive to technological
developments and geopolitical dynamics that continue to change and become new threats.
Data-based technology and artificial intelligence (Al) can be utilized to predict threats more
quickly and strengthen preparedness for cyber-attacks, and disinformation, as well as
responses to complex hybrid threats. Thus, systematic and sustainable efforts are needed to
integrate defense policy with public policy from a national security perspective in the face of
hybrid warfare threats. Collaboration across sectors, including the government, private sector
and society is needed to strengthen the country's resilience. By increasing public awareness
of existing threats and strengthening training and education on how to deal with hybrid
threats, the state can build social resilience and reduce its vulnerability to potential threats.
With a coordinated, integrated and technology-driven approach, the state can respond more
effectively to hybrid threats, maintain national stability and enhance the country's resilience
in the face of increasingly complex and dynamic global challenges.
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